CYBER RESILIENCY

Cyber-resilience is the ability of an organisation to maintain
its primary goals and integrity in the face of the latent threat
of cybersecurity attacks.
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Cyber attacks

Cyber Attacks are on the increase, the impact to your
business is real with new threats appearing on a daily
basis. The challenge to businesses is how to keep up J
and stay ahead of these threats? With threats moving
to fileless attacks (777% of all successful attacks are
fileless). The attack profile has changed, have you
adapted to meet these changes?

. Are you ready ?

Be aware! One bad click and your data could
be exposed.

Are you cyber resilient ? &’_
WHAT ARE THE COSTS ? ».’

BETWEEN 2016 -2017

RANSOMWARE COSTS EUROPEAN SMEs

£ 71 MILLION IN DOWNTIME

£3G5 lfﬁiflﬂg OF BUSINESSES AFFECTED:

Other costs:
Regulatory Fines
Lack of Productivity
Loss of Customers
Inability to Hire Top Applicants

21% of SMEs paid ransom

Of those that pay...

18% did not regain access to data

11% still have viruses remaining in their network

S0 Obtain a Cyber Essentials certificate.
WHAT
CAN The first step is to achieve Cyber Essentials certification, a UK
YOU government backed scheme designed to protect you against
the most common cyber attacks.
DO
Steps to achieve Cyber Essentials

Have us perform an audit and readiness report
Vi 1 . e
v — in preparation for your certification

2 Apply for certification (we will guide you
through this process)

@ 3 Implement your Cyber Risk Management Controls

Ensure your patch management policies are
4 responsive to security changes

A typical attack & response timeline
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Seconds Minutes Hours Days Weeks Months Years

From Initial Attack to
Initial Compromise ‘ O O

54% 10% 10%

From Initial Compromise ‘ ‘ ‘
to Discovery

20% 17% 31%

From Discovery to Containment O ‘

12% 53% 8%

2018 Panda Cyber Resilience Report https./www pandasecurity.com/mediacenter/src/uploads/2018/05/Cyber-Resilience-Report-EN.pdf

Visit hitp. 7intelligentperformance.co.uk/cyber to know -
more about cyber resiliency and information security . ’P
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